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Abstract of the contribution: This PCR solves the evaluation of solution #1.
Proposal

It is proposed to modify the following text of TS 23.751 as follows: 
* * * * First Change * * * *
6.1
Solution 1:  Solution to Key Issue#1 for untrusted WLAN based on IPsec child security associations
6.1.1
Description

This solution is related to key issue #1 (QoS differentiation in the user plane for untrusted WLAN).

For EPC access via untrusted WLAN, the UE establishes a single IPsec tunnel per PDN connection. The inner DSCP cannot be used to differentiate the QoS up to the ePDG in an IPsec tunnel as the QoS will depend on the outer DSCP. Mapping the inner DSCP to the outer DSCP does not work if the anti-replay mechanism is used: indeed, assigning a different outer DSCP to packets will result in disordering packets, and late disordered packets will be discarded by the anti-replay mechanism, as anti-replay mechanism uses sequence numbering. This is well described in IETF RFC 4301 [4] clause 4.1:

"If different classes of traffic (distinguished by Differentiated Services Code Point (DSCP) bits [NiBlBaBL98], [Gro02]) are sent on the same SA, and if the receiver is employing the optional anti-replay feature available in both AH and ESP, this could result in inappropriate discarding of lower priority packets due to the windowing mechanism used by this feature.  Therefore, a sender SHOULD put traffic of different classes, but with the same selector values, on different SAs to support Quality of Service (QoS) appropriately. To permit this, the IPsec implementation MUST permit establishment and maintenance of multiple SAs between a given sender and receiver, with the same selectors."

A way to achieve such QoS differentiation between UE and ePDG is to setup different Child Security Associations for services requiring different QoS (via IKE  CREATE_CHILD_SA exchanges specified in IETF RFC 5996 [5]). This can be done e.g. when the PGW establishes a dedicated bearer over S2b. If a UE does not support multiple IPsec Child Security Associations, the ePDG shall detect it per IETF RFC 5996 [5] mechanisms, stop its attempt to setup a new IPsec Child Security Association and route all the IP packets of the PDN connection to the existing IPsec Security Association.

For example, when the PDN connection for IMS APN is established, the default bearer on S2b interface (IMS signalling) should be QCI=5. When PCRF requests QCI=1 for voice over IMS, the PGW will setup a dedicated bearer over S2b with QCI=1. This should trigger the ePDG to establish a pair of Child Security Associations (one uplink, one downlink) with an appropriate outer DSCP (same for UL SA and DL SA).

For the uplink, the UE should be  provided with sufficient information by the network to determine which SA to be associated with a given IP flow. But this will be resolved as part of Key Issue 3 "UE determination of the QoS to apply to an uplink IP packet". 
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Figure 1-1: example of end-to-end support of QoS with untrusted WLAN

Another aspect is whether there should be one to one mapping between an UE-ePDG IPsec SA and a dedicated bearer over S2b. 

When a S2b bearer is established, uplink TFT filters are provided by the PGW to the ePDG. When an uplink packet is received from the UE, these UL TFT filters or a one to one mapping between an IPsec SA and a S2b bearer may be used in the ePDG to select the S2b bearer the packet shall be routed to. Hence, the S2b bearer selection by the ePDG does not depend on which IPsec Child Security Association an uplink packet is sent. The ePDG shall derive the DSCP of the IPsec child SA outer IP header from the QCI. 

NOTE: How the UE maps a packet to a Security Association is not addressed in this solution.
In this solution, the ePDG shall be able to establish a pair of IPsec child Security Associations using IKEv2 signalling when a S2b bearer is established, however, the ePDG may decide either to setup one IPsec Child SA per bearer, to setup one IPsec Child SA per QCI or to reuse an existing SA. 

Once the IPsec Child SA has been established, the ePDG shall route the downlink data packets received over an S2b bearer to the corresponding IPsec child Security Association. 
When the last dedicated bearer using an IPsec Security Association is released, the ePDG shall release the corresponding IPsec Security Association using IKEv2 signalling.
Once the IPsec Child Security Association is established, the UE shall route the uplink data packets to the corresponding IPsec child Security Association.
The UE should be able to establish/release an IPsec child Security Association when requested by IKEv2 from the network.

6.1.2
Impacts on existing nodes and functionality
ePDG: 

· the ePDG is impacted to be able to establish a pair of IPsec child Security Associations using IKEv2 signalling;

· the ePDG is impacted to be able to route the downlink data packets received over an S2b bearer to the corresponding IPsec child Security Association;

· the ePDG is impacted to be able to route the uplink packets to the corresponding S2a bearer based on the TFT provided by the PGW;

· the ePDG is impacted to be able to release the corresponding IPsec child Security Association using IKEv2 signalling at bearer release.

UE: 

· the UE is impacted to be able to establish/release an IPsec child Security Association when requested by IKEv2 from the network;

· the UE is impacted to be able to route the uplink data packets to the appropriate IPsec child Security Association.
6.1.3
Solution evaluation
This solution allows end-to-end QoS differentiation via using separate IPsec Security Associations and via
-
for the downlink, the mapping between the QCI over S2b, the IP packet DSCP and the IPsec Security Association;

-
for the uplink, the UE selects the appropriate child IPSec association and the ePDG maps the IP flow to an S2b bearer, using the UL TFT or using a one to one mapping between an IPsec SA and a S2b bearer. Whether UL TFT in the ePDG or one to one mapping between an IPSec SA and a S2b bearer is to be determined in the conclusion. 
This solution allows either to establish one IPsec SA per S2b bearer, or to use an IPsec SA for several S2b bearers. 

This solution needs to be complemented with a solution that allows the UE to determine the IPsec SA to use for each uplink IP packet. 
* * * * End of Changes * * * *
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